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Les vulnérabilités du VPN vous préoccupent ? Découvrez comment profiter de notre solution de migration VPN qui inclut 60 jours de service gratuit.
Parler à un expert
Fermer
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L’expérience Zscaler

Zscaler : Un leader du Gartner® Magic Quadrant™ 2023 pour le Security Service Edge (SSE)
Télécharger le rapport complet
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Votre monde, sécuriséDécouvrez la puissance d’une transformation avec le Zero Trust.




La différence Zscaler
La différence ZscalerDécouvrez le plus grand cloud de sécurité du monde
Témoignages de réussite de nos clients
Reconnaissance des analystes
Machine Learning et IA avec Zscaler
Maîtrisez votre empreinte carbone



Principes de base du Zero Trust
Principes de base du Zero TrustQu’est-ce que le Zero Trust ?
Qu’est-ce que le Security Service Edge (SSE) ?
Qu’est-ce que Secure Access Service Edge (SASE) ?
Qu'est-ce que Zero Trust Network Access (ZTNA) ?
Qu’est-ce qu’une passerelle Web sécurisée (SWG) ?
Qu’est-ce qu’un Cloud Access Security Broker (CASB) ?
Qu’est-ce qu’une plateforme de protection des applications cloud natives (CNAPP) ?
Ressources concernant Zero Trust






Produits et solutions
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Secure Your UsersProvide users with seamless, secure, reliable access to applications and data.
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Secure Your WorkloadsBuild and run secure cloud apps, enable zero trust cloud connectivity, and protect workloads from data center to cloud.
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Secure Your IoT and OTProvide zero trust connectivity for IoT and OT devices and secure remote access to OT systems.





Produits
ProduitsTransformer votre entreprise avec des services 100 % cloud native
Accès sécurisé à Internet (ZIA)
Secure Private Access (ZPA)
Expérience digitale (ZDX)
Protection des données (CASB, DLP)
Posture Control



Domaines des solutions
Domaines des solutionsDynamiser votre entreprise avec des solutions Zero Trust qui sécurisent et connectent vos ressources
Protection contre les menaces en ligne
Data Protection
Zero Trust Networking
Business Analytics
VPN Alternative
SASE Zero Trust
Intégration accélérée des fusions et acquisitions
Optimiser l’expérience digitale
Zero Trust SD-WAN
Zero Trust Cloud Connectivity
Zero Trust pour l’IoT/OT
Trouver un produit ou une solution
Intégrations du partenaireSolutions pour l’industrie et le marché






Plateforme

Plateforme Zero Trust ExchangeDécouvrez comment Zscaler propose le Zero Trust avec une plateforme cloud native qui constitue le plus grand cloud de sécurité au monde
Plateforme Zero Trust ExchangeTitle Link
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Votre transformation avec une architecture Zero Trust
Votre transformation avec une architecture Zero TrustDynamisez votre parcours de transformation
Transformation numérique sécurisée
Transformation du réseau
Transformation d'application
Transformation de la sécurité



Sécurisez vos objectifs commerciaux
Sécurisez vos objectifs commerciauxConcrétisez vos projets commerciaux et informatiques
Assurer en toute sécurité la continuité de vos activités
Accelerate M&A and Divestitures
Protégez votre entreprise contre la récession
Sécuriser votre personnel hybride
Télécharger Zscaler Client Connector






Ressources

Apprenez, connectez-vous et obtenez de l’aide.
Découvrez les outils et les ressources qui vous permettront d’accélérer votre transformation et de sécuriser votre monde
Apprenez, connectez-vous et obtenez de l’aide.Title Link
Amplifier les voix des pionniers du monde numérique réel et du Zero Trust
Consulter
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Centre de ressources
Centre de ressourcesRestez informé des bonnes pratiques
Bibliothèque de ressources
Blog
Témoignages de réussite de nos clients
Webinars
Zpedia



Événements et formations
Événements et formationsTrouvez des programmes, des certifications et des événements
Événements à venir
Zenith Live
Académie Zscaler



Recherche et services de sécurité
Recherche et services de sécuritéLes recherches et les informations à portée de main
Analyse de ThreatLabz





Outils
OutilsDes outils conçus pour vous
Aperçu de sécurité
Sécurité et évaluation des risques
Mises à jour des avis de sécurité
Révéler une vulnérabilité
Executive Insights App
Calculateur de retour sur investissement de la protection contre les ransomwares
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Communauté et assistanceConnectez-vous et trouvez de l’aide
Centre de réussite client
Zenith Community
CXO REvolutionaries
Portail d'aide Zscaler
Télécharger Zscaler Client Connector
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Solutions pour l’industrie et le marchéVoir les solutions pour votre secteur d’activité et votre pays
Secteur public
Soins de santé
Services financiers
Education
Tout afficher





Centre de ressources
Centre de ressourcesRestez informé des bonnes pratiques
Bibliothèque de ressources
Blog
Témoignages de réussite de nos clients
Webinars
Zpedia



Événements et formations
Événements et formationsTrouvez des programmes, des certifications et des événements
Événements à venir
Zenith Live
Académie Zscaler



Recherche et services de sécurité
Recherche et services de sécuritéLes recherches et les informations à portée de main
Analyse de ThreatLabz



Outils
OutilsDes outils conçus pour vous
Aperçu de sécurité
Sécurité et évaluation des risques
Mises à jour des avis de sécurité
Révéler une vulnérabilité
Executive Insights App
Calculateur de retour sur investissement de la protection contre les ransomwares



Communauté et assistance
Communauté et assistanceConnectez-vous et trouvez de l’aide
Centre de réussite client
Zenith Community
CXO REvolutionaries
Portail d'aide Zscaler
Télécharger Zscaler Client Connector



Solutions pour l’industrie et le marché
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Entreprise

À propos de ZscalerDécouvrez comment tout a commencé et les perspectives d’avenir

PartenairesRencontrez nos partenaires et consultez les intégrateurs de systèmes et les alliances technologiques

Nouveautés et annoncesRestez informé des dernières nouveautés

Équipe de directionDécouvrez notre équipe de direction

Partner IntegrationsExplore best-in-class partner integrations to help you accelerate digital transformation

Relations avec les investisseursVoir les nouveautés, informations boursières et rapports trimestriels

Environnement, social et gouvernanceEn savoir plus sur notre approche ESG

CarrièresRejoindre notre mission

Centre de presseTrouver tout ce dont vous avez besoin pour aborder Zscaler

ConformitéComprendre notre adoption de normes rigoureuses

Zenith VenturesComprendre notre adoption de normes rigoureuses
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Baker & Baker Boosts Enterprise Security Nearly 90%
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Accès Zero Trust aux applications
Arrêter les cyberattaques
Protéger les données
Connectivité cloud Zero Trust
Zero Trust pour l’IoT/OT
Optimiser l’expérience digitale
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Profil

	Entreprise:Baker & Baker
	Industrie:Alimentation, boissons et tabac
	Siège:Wirral, United Kingdom
	Taille:12 sites in 7 countries


Contexte

Baker & Baker is a European leader in the convenience bakery segment, operating across seven countries and 12 sites in the food service, retail, bakery, and wholesale channels. The Wirral, UK-based company produces approximately 2,500 different bakery SKUs and conducts extensive R&D to continuously meet changing consumer tastes and experiences.


Défi

Eliminate frequent malware disruptions by replacing firewall and VPN technologies with a zero trust approach


Produits
	Zscaler Zero Trust Exchange™
	Zscaler Internet Access™ (ZIA™)
	Zscaler Private Access™ (ZPA™)
	Zscaler Digital Experience™ (ZDX™)
	Zscaler Cloud Access Security Broker (CASB)
	Zscaler Sandbox Advanced™
	Zscaler Firewall Advanced™



Résultats
Slashes ransomware disruptions, increasing employee productivity and reducing risks,Saves 70% on costs by retiring VPNs and improves application performance,Boosts overall protection by nearly 90% while reducing troubleshooting time from months to seconds,Prevents 4 million policy violations and blocks 14,000 threats monthly,Gains future-ready platform with an expanding array of comprehensive, integrated offerings


Résultats
	Slashes ransomware disruptions, increasing employee productivity and reducing risks
	Saves 70% on costs by retiring VPNs and improves application performance
	Boosts overall protection by nearly 90% while reducing troubleshooting time from months to seconds
	Prevents 4 million policy violations and blocks 14,000 threats monthly
	Gains future-ready platform with an expanding array of comprehensive, integrated offerings
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Steffen Erler
Director, IT Security and Network Services, Baker & Baker
With our overall protection from all types of threats up nearly 90%, we can’t wait to see what Zscaler has in store for us next.














Étude de cas client









Ongoing attack attempts fuel security overhaul
Faced with multiple ransomware attempts every month, Baker & Baker needed a better way to protect its far-flung manufacturing, research, and administrative facilities, as its existing hardware-based security approach couldn’t keep up. 


“We relied on firewalls and VPN (virtual private network) technology to protect our IT assets,” explained Steffen Erler, Director of IT Security and Network Services at Baker & Baker. “Although we had a very mature continuity strategy in place, recovering from a security incident was disruptive to our business operations, so we needed to make a change.”







Zscaler vision outshines the competition
A producer of multiple trusted European bakery brands, Baker & Baker has widely dispersed operations that were becoming increasingly digitalized as the company embraced Industry 4.0 practices. For application access, the company relied on inflexible legacy MPLS telecommunications circuits using a hub-and-spoke model for connecting branch facilities back to its primary data center. 


With the increasing deployment of cloud-delivered SaaS applications, Baker & Baker decided to modernize its connectivity and security models when its MPLS contract expired. For network connectivity, Baker & Baker adopted a software-defined WAN (SD-WAN) and, in tandem, deployed Zscaler Internet Access (ZIA) for securing access to SaaS applications and the internet.


“We had tested another cloud-based option, but it was insufficient,” Erler said. “We saw the potential in Zscaler based on the company’s vision for creating a comprehensive and integrated platform based on the principles of zero trust. Also, as a cloud-native solution, Zscaler made sense for securing an SD-WAN network.”







Ransomware incidents immediately eliminated
Adopting ZIA enabled Baker & Baker to begin moving away from the traditional castle-and-moat security model in favor of connecting users and devices to applications using the comprehensive Zscaler Zero Trust Exchange platform. 


In addition, the company used capabilities within ZIA to create secure tunnels between each branch location and the Zscaler environment, protecting all traffic, including Industry 4.0 solutions. “We ensured that all our OT [operational technology] and IIoT [industrial IoT] application traffic connected securely to the Zscaler cloud,” Erler said. “No exceptions.” 


The fast, easy implementation resulted in dramatic enterprise-wide benefits. “Prior to implementing Zscaler, we averaged about 10 ransomware incidents per month,” Erler said. “In the weeks and months immediately following the deployment, there were zero. It was extraordinary.”







Dumping VPNs for ZPA reduces risks and saves 70%
Such exceptional returns led to eliminating VPNs in favor of another Zero Trust Exchange solution, Zscaler Private Access (ZPA), for securing Baker & Baker’s private applications running on its Microsoft Azure cloud and within the data center. 


By combining ZPA with ZIA, Baker & Baker had the fundamental building blocks of the Zero Trust Exchange in place, providing the company with an easily-managed solution that delivered measurable value. “ZPA made our network, applications, devices, and users instantly invisible, which considerably reduced our exposure and risks,” Erler said. 


Further, these gains also came at less cost to the company. “ZPA significantly reduced administrative overhead and saved us approximately 70% on hardware, updates, and licensing costs versus our VPN system.” 


Even business users perceived the improvements. “The majority of our people are bakers, not IT professionals, so they usually don’t get excited about IT technology,” Erler said. “But, when we deployed ZPA, people began seeking out IT to compliment us and provide positive feedback. This was totally new.”







Immediately following our ZIA deployments, our ransomware incidents dropped to zero. It was extraordinary
- Steffen Erler, Director, IT Security and Network Services, Baker & Baker










Streamlined security benefits the bottom line
Over time, Baker & Baker has adopted multiple innovations within the Zero Trust Exchange, including Zscaler Cloud Access Security Broker (CASB), for safeguarding data-at-rest by looking inside SaaS applications and IaaS offerings. In addition, the company relies on Zscaler Advanced Cloud Sandbox, for stopping patient-zero attacks using AI-based analytics and quarantines, along with Zscaler Advanced Cloud Firewall, for security and access controls without the cost, complexity, and performance limitations of next-generation firewalls. 


“Previously, we had point-based solutions that were complex to deploy and time-consuming to manage,” Erler said. “With the Zero Trust Exchange platform protecting all of our internal assets, we’ve streamlined our infrastructure, achieved cost savings, and improved application performance – making our business users more productive and benefiting our bottom line.”







Elevating user experiences with a few clicks
Baker & Baker is also leveraging Zscaler Digital Experience (ZDX), for proactively detecting access issues before they affect users and rapidly troubleshooting complaints about poor user experience. 


“When a user experiences an application performance issue, most of the time they blame the network, or their device, first,” Erler said. “With ZDX we can drill down to see the issue’s root cause and respond appropriately to resolve it.” 


Even complex digital experience problems are resolved rapidly. “For example, we had one location that chronically suffered from poor performance when accessing Microsoft 365 or SharePoint, and we struggled to identify the source of the problem,” Erler said. 


“With ZDX supplying granular visibility, we immediately discovered that the issue was the local internet provider, rather than our systems or our SD-WAN, which were our prime suspects,” he added. “This revelation reduced weeks of resource-intensive investigation to just four or five clicks.”







Using ZDX for troubleshooting enables reducing weeks of resource-intensive investigation to four or five clicks.
- Steffen Erler, Director, IT Security and Network Services, Baker & Baker










Enhanced mobility pays dividends
Today, the Zero Trust Exchange continues to provide Baker & Baker with business agility and flexibility advantages, such as enhancing security when using mobile devices. “We make the lightweight Zero Trust Exchange client available for both Apple and Android devices,” Erler said. 


One of the advantages of this strategy is that it enables the company’s sales teams to securely display graphics-rich catalog content on tablets, providing customers and prospects with modern interactive experiences. 


“In addition to sales, our company executives have Zscaler on their mobile devices so they can complete various tasks when away from their desks, such as approving invoices or accessing our CRM solution,” Erler said. “Anytime we can help company management work more effectively, it improves our bottom line.”







Conditional access cuts third-party partnership risks
The Zscaler platform also enables Baker & Baker to concentrate on its core manufacturing competencies by supporting the ability to securely contract with others for professional services. 


“We have third-party partners for functions like R&D, supply chain, HR, and IT,” Erler said. “With Zscaler, we can provide a contracted individual with access to manage specific applications, such as our SAP environment.” “Just as importantly, we can rapidly decommission contractors who no longer work with us,” he continued.


“And, as VPNs are incapable of conditional access or application segmentation, contractors could access any application on our network,” Erler added. “The Zero Trust Exchange platform, and ZPA in particular, restricts each contractor’s access to only the applications and services they need, thereby removing vulnerabilities we had before.”







Zscaler solutions have become a central building block of our overall IT security.
- Stephan Mahler, CIO, Baker & Baker










Monthly report: 14K threats and 4M policy violations blocked
Today, Baker & Baker is piloting another Zscaler innovation, Zscaler Branch Connector, to secure site-to-site access between one of their manufacturing locations and another company’s site. 


“With Branch Connector, we’re securely connecting with a completely separate company, with a completely separate security strategy,” Erler said. “We’re excited to have zero trust branch connectivity enabling the collaboration between our two companies without generating the traditional security exposure.” 


No matter how Baker & Baker expands its Zero Trust Exchange moving forward, the returns from implementing a robust Security Service Edge (SSE) solution will continue adding up. With Zscaler, in an average month, the company prevents nearly 4 million policy violations and blocks 14,000 threats, including botnets, phishing, and other malware. 


“Our overall protection from all types of threats has increased by nearly 90%,” Erler says. “We’re so pleased with the solution that we can’t wait to see what Zscaler has in store for us next.”







Keeping the joy flowing
Committed to bringing a little sunshine into everyone’s lives, Baker & Baker enabled their far-flung operations to focus on their core mission – producing bakery goods – by adopting a comprehensive and integrated zero trust platform that eliminated constant malware disruptions while providing AI-enabled cybersecurity for significantly improved user experiences as well as reduced risks. 


“With our growing demand for cloud-based solutions and the irreversible trends of mobile access and work-from-anywhere, Zscaler plays a key role in protecting our environment efficiently,” said Stephan Mahler, CIO at Baker & Baker. “Zscaler solutions have become a central building block of our overall IT security.”
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3 lessons learned from embracing the Zero Trust Exchange
 Read the Blog
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National Australia Bank
Regarder les histoires du succés


[image: PulteGroup background image][image: PulteGroup Logo]
PulteGroup
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SPS Companies
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Mercury Financial
Regarder les histoires du succés
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Tous les témoignages clients








 
L’EXPÉRIENCE ZSCALEREn savoir plus sur :
Votre monde, sécuriséZero trustSecure Access Service Edge (SASE)Security Service Edge (SSE)Zero Trust Network Access (ZTNA)Secure Web Gateway (SWG)Cloud Access Security Broker (CASB)Plateforme de protection des applications cloud natives (CNAPP)
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Transformation d'application
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Calculateur de retour sur investissement de la protection contre les ransomwares
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Zscaler est universellement reconnu comme le leader du Zero Trust. S’appuyant sur le plus grand cloud de sécurité de la planète, Zscaler anticipe, sécurise et simplifie l’expérience commerciale des entreprises les plus reconnues au monde.
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