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Les vulnérabilités du VPN vous préoccupent ? Découvrez comment profiter de notre solution de migration VPN qui inclut 60 jours de service gratuit.
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L’expérience Zscaler

Zscaler : Un leader du Gartner® Magic Quadrant™ 2023 pour le Security Service Edge (SSE)
Télécharger le rapport complet


Votre monde, sécuriséDécouvrez la puissance d’une transformation avec le Zero Trust.




La différence Zscaler
La différence ZscalerDécouvrez le plus grand cloud de sécurité du monde
Témoignages de réussite de nos clients
Reconnaissance des analystes
Machine Learning et IA avec Zscaler
Maîtrisez votre empreinte carbone



Principes de base du Zero Trust
Principes de base du Zero TrustQu’est-ce que le Zero Trust ?
Qu’est-ce que le Security Service Edge (SSE) ?
Qu’est-ce que Secure Access Service Edge (SASE) ?
Qu'est-ce que Zero Trust Network Access (ZTNA) ?
Qu’est-ce qu’une passerelle Web sécurisée (SWG) ?
Qu’est-ce qu’un Cloud Access Security Broker (CASB) ?
Qu’est-ce qu’une plateforme de protection des applications cloud natives (CNAPP) ?
Ressources concernant Zero Trust






Produits et solutions


Sécuriser vos utilisateursOffrez aux utilisateurs un accès transparent, sécurisé et fiable aux applications et aux données.




Sécuriser vos charges de travailCréez et exécutez des applications cloud sécurisées, activez la connectivité cloud Zero Trust et protégez les charges de travail du data center au cloud.




Sécuriser votre IoT et OTAssurez une connectivité Zero Trust pour les dispositifs IoT et OT et un accès à distance sécurisé aux systèmes OT.





Produits
ProduitsTransformer votre entreprise avec des services 100 % cloud native
Accès sécurisé à Internet (ZIA)
Secure Private Access (ZPA)
Expérience digitale (ZDX)
Protection des données (CASB, DLP)
Posture Control



Domaines des solutions
Domaines des solutionsDynamiser votre entreprise avec des solutions Zero Trust qui sécurisent et connectent vos ressources
Protection contre les menaces en ligne
Data Protection
Zero Trust Networking
Business Analytics
VPN Alternative
SASE Zero Trust
Intégration accélérée des fusions et acquisitions
Optimiser l’expérience digitale
Zero Trust SD-WAN
Zero Trust Cloud Connectivity
Zero Trust pour l’IoT/OT
Trouver un produit ou une solution
Intégrations du partenaireSolutions pour l’industrie et le marché






Plateforme

Plateforme Zero Trust ExchangeDécouvrez comment Zscaler propose le Zero Trust avec une plateforme cloud native qui constitue le plus grand cloud de sécurité au monde
Plateforme Zero Trust ExchangeTitle Link



Votre transformation avec une architecture Zero Trust
Votre transformation avec une architecture Zero TrustDynamisez votre parcours de transformation
Transformation numérique sécurisée
Transformation du réseau
Transformation d'application
Transformation de la sécurité



Sécurisez vos objectifs commerciaux
Sécurisez vos objectifs commerciauxConcrétisez vos projets commerciaux et informatiques
Assurer en toute sécurité la continuité de vos activités
Accelerate M&A and Divestitures
Protégez votre entreprise contre la récession
Sécuriser votre personnel hybride
Télécharger Zscaler Client Connector






Ressources

Apprenez, connectez-vous et obtenez de l’aide.
Découvrez les outils et les ressources qui vous permettront d’accélérer votre transformation et de sécuriser votre monde
Apprenez, connectez-vous et obtenez de l’aide.Title Link
Amplifier les voix des pionniers du monde numérique réel et du Zero Trust
Consulter




Centre de ressources
Centre de ressourcesRestez informé des bonnes pratiques
Bibliothèque de ressources
Blog
Témoignages de réussite de nos clients
Webinars
Zpedia



Événements et formations
Événements et formationsTrouvez des programmes, des certifications et des événements
Événements à venir
Zenith Live
Académie Zscaler



Recherche et services de sécurité
Recherche et services de sécuritéLes recherches et les informations à portée de main
Analyse de ThreatLabz





Outils
OutilsDes outils conçus pour vous
Aperçu de sécurité
Sécurité et évaluation des risques
Mises à jour des avis de sécurité
Révéler une vulnérabilité
Executive Insights App
Calculateur de retour sur investissement de la protection contre les ransomwares



Communauté et assistance
Communauté et assistanceConnectez-vous et trouvez de l’aide
Centre de réussite client
Zenith Community
CXO REvolutionaries
Portail d'aide Zscaler
Télécharger Zscaler Client Connector



Solutions pour l’industrie et le marché
Solutions pour l’industrie et le marchéVoir les solutions pour votre secteur d’activité et votre pays
Secteur public
Soins de santé
Services financiers
Education
Tout afficher
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Solutions pour l’industrie et le marchéVoir les solutions pour votre secteur d’activité et votre pays
Secteur public
Soins de santé
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Education
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Entreprise

À propos de ZscalerDécouvrez comment tout a commencé et les perspectives d’avenir

PartenairesRencontrez nos partenaires et consultez les intégrateurs de systèmes et les alliances technologiques

Nouveautés et annoncesRestez informé des dernières nouveautés

Équipe de directionDécouvrez notre équipe de direction

Partner IntegrationsExplore best-in-class partner integrations to help you accelerate digital transformation

Relations avec les investisseursVoir les nouveautés, informations boursières et rapports trimestriels

Environnement, social et gouvernanceEn savoir plus sur notre approche ESG

CarrièresRejoindre notre mission

Centre de presseTrouver tout ce dont vous avez besoin pour aborder Zscaler

ConformitéComprendre notre adoption de normes rigoureuses

Zenith VenturesComprendre notre adoption de normes rigoureuses
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Arrêter les cyberattaques
Protéger les données


Profil

	Entreprise:AutoNation
	Industrie:Vente au détail et en gros
	Siège:Fort Lauderdale, Florida, USA
	Taille:More than 21,000 employees across 360 franchise locations


Contexte

AutoNation is America’s largest auto retailer. The Fortune 500 company sells new and pre-owned cars via its more than 360 franchises throughout the U.S. The company has more than 21,000 employees and 10 million customers.


Défi

Improve security of users accessing the internet and enable using Office 365


Produits
	Zscaler Zero Trust Exchange™
	Zscaler Internet Access™ (ZIA™)



Résultats
Deployed over three times faster than appliance-based Internet security,Slashes administrative costs by eliminating hardware management and maintenance,Shrinks technology footprint of retail stores,Provides value from day one, thanks to easy visibility of Internet traffic,Discovers and blocks botnet and P2P file-sharing traffic, removing 500 GB monthly,Establishes a robust platform for enabling cloud transformation


Résultats
	Deployed over three times faster than appliance-based Internet security
	Slashes administrative costs by eliminating hardware management and maintenance
	Shrinks technology footprint of retail stores
	Provides value from day one, thanks to easy visibility of Internet traffic
	Discovers and blocks botnet and P2P file-sharing traffic, removing 500 GB monthly
	Establishes a robust platform for enabling cloud transformation












AutoNation's drive to the cloud


Play Customer Video






















Ken Athanasiou
Chief Information Security Officer, AutoNation
What would have probably taken nine to ten months with appliances … took about two to three months with Zscaler.














Étude de cas client









Cost-effective internet security for 360 stores
Applying consistent, robust security across all of AutoNation’s locations proved extremely difficult. Each of its 360 retail stores’ networks includes an internet point of presence as well as a direct connection to the corporate data center. Additionally, each of the more than 30 car manufacturers supported by AutoNation has slightly different requirements regarding connectivity, especially concerning internet-connected vehicle diagnostic systems.


Furthermore, like many organizations, the Fort Lauderdale, Florida-based company found that most of its traffic was internet-bound, particularly as adoption of cloud services increases. And like all companies, it was concerned about the increasing frequency and sophistication of internet-borne threats.


AutoNation determined that routing all internet traffic from its retail locations through the company’s data center was too inefficient and costly. The company also ruled out deploying Unified Threat Management (UTM) devices to each store because of the increased cost of hardware, implementation, maintenance, and lifecycle management.







Better security and smaller footprint via the cloud
“When faced with having to deploy and manage little stacks of iron in over 360 locations, my immediate inclination was to look for a cloud-based solution,” said Ken Athanasiou, Chief Information Security Officer. “The right cloud-based internet security solution would allow us to provide the internet accessibility needed for our retail business, while ensuring that we are enforcing robust standardized security controls across all locations—and do so without requiring capital expenditures on hardware.”


AutoNation began looking at options, including the cloud-based Zscaler Zero Trust Exchange and its Zscaler Internet Access (ZIA) service, which would allow the company to protect and control internet-bound traffic and reduce each retail store’s technology footprint. With the Zscaler service, different policies could also be applied to meet the varying needs of the company’s individual sites. For instance, the company could deploy separate policies for guest Wi-Fi, shop tools and diagnostic devices, and the corporate network policies—and manage them all from one central administrative console.







Our security requirements are now more responsive to our acquisition strategy. It's very simple to add new locations.
- Ken Athanasiou, Chief Information Security Officer, AutoNation










Cloud security platform deploys easily and saves time
Following a successful proof of concept, AutoNation began rolling out the Zero Trust Exchange and ZIA across the country. Deployment was very straightforward. AutoNation rolled out initial capabilities in two to three months, and the company fully deployed the platform in less than a year. Today internet-bound traffic for all 32,000 of the company’s users is forwarded to the Zscaler cloud.


With the Zero Trust Exchange, the AutoNation IT team enjoys centralized management and reporting functions with one integrated dashboard. Because there is no need to manage and maintain hardware, the company has slashed administration costs and replaced capital expenses with the simple, predictable subscription cost of the Zscaler service.







We took a direct-to-the-internet approach with Microsoft 365. Using Zscaler we shrunk our branch footprint to just a router and endpoints.
- Ken Athanasiou, Chief Information Security Officer, AutoNation










Uncovering and blocking unwanted network traffic
AutoNation began seeing the value of the Zscaler platform immediately upon deployment.


 “As soon as we started rolling out ZIA, we gained visibility into the effectiveness of our antivirus solution and endpoint security posture in general,” noted Athanasiou. “We could see Zscaler blocking command-and-control traffic from a system in our environment, so we’d track it down and find out the antivirus was disabled or not updating virus signatures. Zscaler immediately squashed that outbound traffic.”


What AutoNation found when it turned on ZIA opened the eyes of senior leadership. Athanasiou and his team were aware they had botnet issues and Zscaler confirmed their concern. “We saw that we were getting periodic instances of botnet traffic from infections,” remarked Athanasiou. “We were able to clean those up quickly, because we were able to easily identify all the infected workstations.”


“We also found a lot of P2P traffic going in and out of our network to clients we weren’t familiar with,” added Jeff Johnson, AutoNation Director of Security Operations. “We were able to use Zscaler’s full packet inspection firewall to turn off that unauthorized traffic. As a result, we cut out about 500 gigabytes per month of unwanted P2P traffic that was stealing network bandwidth.”







I knew that a cloud-based security stack would be a much better fit for us, and Zscaler gave us the full security stack.
- Ken Athanasiou, Chief Information Security Officer, AutoNation










Cloud sandbox and SSL inspection add extra protection
After its initial Zscaler deployment, AutoNation decided to add another layer of security with sandbox behavioral analysis. The company was looking for a solution that would be deployed quickly, with in-depth reporting, and the Zscaler Cloud Sandbox service, also part of the Zero Trust Exchange, proved to be more effective—and more cost-effective—than hardware alternatives at providing enterprise-wide protection against advanced threats.


 AutoNation is also gradually rolling out ZIA’s native SSL inspection functionality across the organization since a growing percentage of traffic is encrypted. “About half our stores are now using SSL interception,” noted Johnson. “Some retail applications don’t play well with SSL inspection, so we had to ensure we didn’t interrupt any operations.”







Safer, faster use of M365 across 290 locations
AutoNation faced a challenge familiar to many organizations today: to securely empower employees throughout its extended enterprise to use Microsoft 365. With ZIA providing safe access to the cloud for users at all the company’s retail and corporate locations, the company deployed Microsoft 365 with confidence. AutoNation users enterprise wide now access M365 quickly and safely, according to consistent security policies.


Using Microsoft 365 results in long-lived connections—12 or more connections per user—so it puts a considerable strain on traditional networks and can quickly exceed firewall capacities. Thanks to ZIA and Zscaler peering with Microsoft in its 150 major data centers worldwide, AutoNation eliminates these problems and provides a much more satisfying user experience. In addition, the ability to implement bandwidth controls allows prioritization of Microsoft 365 traffic over other traffic, such as streaming media.


 Besides deploying M365, AutoNation is rapidly establishing an ecommerce presence using cloud providers such as Azure and Amazon Web Services (AWS). The company acknowledges that it is moving to the cloud very quickly, migrating from physical data centers and on-premises hardware. Zscaler and its Zero Trust Exchange provide a robust platform for enabling this transformation.










Histoires de clients réussite pertinentes

BEIS
Regarder les histoires du succés



Takeda
Regarder les histoires du succés



Mondi
Regarder les histoires du succés



Cerebral Palsy Alliance
Regarder les histoires du succés
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Tous les témoignages clients








 
L’EXPÉRIENCE ZSCALEREn savoir plus sur :
Votre monde, sécuriséZero trustSecure Access Service Edge (SASE)Security Service Edge (SSE)Zero Trust Network Access (ZTNA)Secure Web Gateway (SWG)Cloud Access Security Broker (CASB)Plateforme de protection des applications cloud natives (CNAPP)



Produits et solutionsSécuriser vos utilisateurs

Sécuriser vos charges de travail

Sécuriser votre IoT et OT

Accès sécurisé à Internet (ZIA)

Data Protection (CASB/DLP)

Expérience digitale (ZDX)

Posture Control

Solutions pour l’industrie et le marché

Intégrations du partenaire

Zscaler Client Connector



PlateformePlateforme Zero Trust Exchange

Transformation numérique sécurisée

Transformation du réseau

Transformation d'application

Transformation de la sécurité
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Calculateur de retour sur investissement de la protection contre les ransomwares
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Zscaler est universellement reconnu comme le leader du Zero Trust. S’appuyant sur le plus grand cloud de sécurité de la planète, Zscaler anticipe, sécurise et simplifie l’expérience commerciale des entreprises les plus reconnues au monde.
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