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Les vulnérabilités du VPN vous préoccupent ? Découvrez comment profiter de notre solution de migration VPN qui inclut 60 jours de service gratuit.
Parler à un expert
Fermer
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L’expérience Zscaler

Zscaler : Un leader du Gartner® Magic Quadrant™ 2023 pour le Security Service Edge (SSE)
Télécharger le rapport complet
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Votre monde, sécuriséDécouvrez la puissance d’une transformation avec le Zero Trust.




La différence Zscaler
La différence ZscalerDécouvrez le plus grand cloud de sécurité du monde
Témoignages de réussite de nos clients
Reconnaissance des analystes
Machine Learning et IA avec Zscaler
Maîtrisez votre empreinte carbone



Principes de base du Zero Trust
Principes de base du Zero TrustQu’est-ce que le Zero Trust ?
Qu’est-ce que le Security Service Edge (SSE) ?
Qu’est-ce que Secure Access Service Edge (SASE) ?
Qu'est-ce que Zero Trust Network Access (ZTNA) ?
Qu’est-ce qu’une passerelle Web sécurisée (SWG) ?
Qu’est-ce qu’un Cloud Access Security Broker (CASB) ?
Qu’est-ce qu’une plateforme de protection des applications cloud natives (CNAPP) ?
Ressources concernant Zero Trust






Produits et solutions
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Secure Your UsersProvide users with seamless, secure, reliable access to applications and data.
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Secure Your WorkloadsBuild and run secure cloud apps, enable zero trust cloud connectivity, and protect workloads from data center to cloud.
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Secure Your IoT and OTProvide zero trust connectivity for IoT and OT devices and secure remote access to OT systems.





Produits
ProduitsTransformer votre entreprise avec des services 100 % cloud native
Accès sécurisé à Internet (ZIA)
Secure Private Access (ZPA)
Expérience digitale (ZDX)
Protection des données (CASB, DLP)
Posture Control



Domaines des solutions
Domaines des solutionsDynamiser votre entreprise avec des solutions Zero Trust qui sécurisent et connectent vos ressources
Protection contre les menaces en ligne
Data Protection
Zero Trust Networking
Business Analytics
VPN Alternative
SASE Zero Trust
Intégration accélérée des fusions et acquisitions
Optimiser l’expérience digitale
Zero Trust SD-WAN
Zero Trust Cloud Connectivity
Zero Trust pour l’IoT/OT
Trouver un produit ou une solution
Intégrations du partenaireSolutions pour l’industrie et le marché






Plateforme

Plateforme Zero Trust ExchangeDécouvrez comment Zscaler propose le Zero Trust avec une plateforme cloud native qui constitue le plus grand cloud de sécurité au monde
Plateforme Zero Trust ExchangeTitle Link
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Votre transformation avec une architecture Zero Trust
Votre transformation avec une architecture Zero TrustDynamisez votre parcours de transformation
Transformation numérique sécurisée
Transformation du réseau
Transformation d'application
Transformation de la sécurité



Sécurisez vos objectifs commerciaux
Sécurisez vos objectifs commerciauxConcrétisez vos projets commerciaux et informatiques
Assurer en toute sécurité la continuité de vos activités
Accelerate M&A and Divestitures
Protégez votre entreprise contre la récession
Sécuriser votre personnel hybride
Télécharger Zscaler Client Connector






Ressources

Apprenez, connectez-vous et obtenez de l’aide.
Découvrez les outils et les ressources qui vous permettront d’accélérer votre transformation et de sécuriser votre monde
Apprenez, connectez-vous et obtenez de l’aide.Title Link
Amplifier les voix des pionniers du monde numérique réel et du Zero Trust
Consulter
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Centre de ressources
Centre de ressourcesRestez informé des bonnes pratiques
Bibliothèque de ressources
Blog
Témoignages de réussite de nos clients
Webinars
Zpedia



Événements et formations
Événements et formationsTrouvez des programmes, des certifications et des événements
Événements à venir
Zenith Live
Académie Zscaler



Recherche et services de sécurité
Recherche et services de sécuritéLes recherches et les informations à portée de main
Analyse de ThreatLabz





Outils
OutilsDes outils conçus pour vous
Aperçu de sécurité
Sécurité et évaluation des risques
Mises à jour des avis de sécurité
Révéler une vulnérabilité
Executive Insights App
Calculateur de retour sur investissement de la protection contre les ransomwares



Communauté et assistance
Communauté et assistanceConnectez-vous et trouvez de l’aide
Centre de réussite client
Zenith Community
CXO REvolutionaries
Portail d'aide Zscaler
Télécharger Zscaler Client Connector



Solutions pour l’industrie et le marché
Solutions pour l’industrie et le marchéVoir les solutions pour votre secteur d’activité et votre pays
Secteur public
Soins de santé
Services financiers
Education
Tout afficher
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Solutions pour l’industrie et le marchéVoir les solutions pour votre secteur d’activité et votre pays
Secteur public
Soins de santé
Services financiers
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Tout afficher








Entreprise

À propos de ZscalerDécouvrez comment tout a commencé et les perspectives d’avenir

PartenairesRencontrez nos partenaires et consultez les intégrateurs de systèmes et les alliances technologiques

Nouveautés et annoncesRestez informé des dernières nouveautés

Équipe de directionDécouvrez notre équipe de direction

Partner IntegrationsExplore best-in-class partner integrations to help you accelerate digital transformation

Relations avec les investisseursVoir les nouveautés, informations boursières et rapports trimestriels

Environnement, social et gouvernanceEn savoir plus sur notre approche ESG

CarrièresRejoindre notre mission

Centre de presseTrouver tout ce dont vous avez besoin pour aborder Zscaler

ConformitéComprendre notre adoption de normes rigoureuses

Zenith VenturesComprendre notre adoption de normes rigoureuses
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NIBCO Gives the Board Confidence in Cybersecurity 
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Accès Zero Trust aux applications
Arrêter les cyberattaques
Protéger les données

[image: NIBCO]
Profil

	Entreprise:NIBCO
	Industrie:Fabrication
	Siège:Elkhart County, Indiana, USA
	Taille:Operates from 16 locations across four countries


Contexte

NIBCO INC. is a privately-owned manufacturer of valves, fittings, and flow-control products. The company operates across the USA, Mexico, Poland, and China. Its acquisition of Milwaukee Valve expanded its footprint and positioned it for growth in a global marketplace.


Défi

To implement a zero trust strategy and enable a work-from-anywhere transformation


Produits
	Zscaler Zero Trust Exchange™
	Zscaler Internet Access™ (ZIA™)
	Zscaler Private Access™ (ZPA™)



Résultats
Delivers NIBCO associates seamless, secure access from anywhere ,Automatically blocks 6,000+ threats monthly and 100+ file downloads weekly,Offers a greatly enhanced user experience for all associates,Gives the board complete confidence in NIBCO’s security,Provides millions of dollars’ worth of unrivaled security expertise


Résultats
	Delivers NIBCO associates seamless, secure access from anywhere 
	Automatically blocks 6,000+ threats monthly and 100+ file downloads weekly
	Offers a greatly enhanced user experience for all associates
	Gives the board complete confidence in NIBCO’s security
	Provides millions of dollars’ worth of unrivaled security expertise
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Cody Huffines
VP & Chief Information Officer, NIBCO
We have such confidence in Zscaler technologies, and as Zscaler offers more solutions it will be easy for us to just say ‘let’s do it’.














Étude de cas client









Need to be able to work safely from anywhere 
As a traditional manufacturing organization, NIBCO had historically used on-premises technology. But with acquisition and growth comes the need to move away from legacy IT to ensure that, in addition to the need to work from anywhere, data and systems are protected.


“The traditional cybersecurity solution had worked in the office, but as we took our laptops home and to other external locations, we were concerned that NIBCO assets and data wouldn’t be adequately protected,” explained Travis Slone, Information Security Lead. “We needed to find a better solution as we looked at moving to the cloud.”







Keeping ahead of the threats 
With a rise in working from home, greater need for associates to travel with their devices, and an ever-increasing cyber threat landscape, the second-largest American valve manufacturer had to evolve and adapt its security strategy. The company’s existing on-premises Websense security solution was simply unable to protect its full footprint once devices left the safety of office locations.


In addition to improving data protection, NIBCO sought a comprehensive, integrated solution that could reduce complexities. The company considered an updated Websense solution and Palo Alto Networks but found the Zscaler Zero Trust Exchange platform and migrating toward a zero trust strategy to be the best fit for the long term.







The [Zscaler Zero Trust Exchange] was simple to implement, maintain, and manage as we moved to the cloud—which was a huge win for our infrastructure team.
- Travis Slone, Information Security Lead, NIBCO










Game-changing security easily deployed 
“The [Zscaler Zero Trust Exchange] was simple to implement, maintain, and manage as we moved to the cloud—which was a huge win for our infrastructure team,” said Slone. “From a desktop management perspective, we could easily roll it out to every device, and it just worked. As a solution, it checked all the boxes.”


To streamline and simplify security infrastructure, NIBCO implemented two services within the Zero Trust Exchange. First, NIBCO deployed Zscaler Internet Access (ZIA), a cloud native security service edge (SSE) solution, to give its associates fast, secure access to SaaS applications and the internet.


Next, the company replaced its existing VPN with Zscaler Private Access (ZPA) for fast,  secure access to private apps, services, and operational technology (OT) devices, whether they are located at a manufacturing site, in a data center, or in the cloud. By connecting users directly to the resource—without having to place them on the network—ZPA gives NIBCO associates fast, easy access while also minimizing the company’s attack surface and eliminating lateral movement.







Seamless, easy access from anywhere 
NIBCO rolled out ZPA to the first group of associates within a matter of weeks. Since the company had already deployed the Zscaler Client Connector when it rolled out ZIA, adding ZPA was even easier than adding ZIA had been.


Before ZPA, NIBCO associates had to manually log into VPN clients to access network or Internet resources and experienced frequent disconnections. Using ZPA, they now have seamless access from anywhere as well as a dramatically improved user experience.


“Associates just boot up their PCs and log in—as if they were in the office—and they’re instantly connected,” explained Slone. “Users open the application on their PC and Zscaler builds the behind-the-scenes security tunnel automatically.”







You want to trust your security partner implicitly—trust is a big thing because you’re putting your faith in them, and Zscaler didn’t let us down.
- Travis Slone, Information Security Lead, NIBCO










Access to cloud security experts 
Since NIBCO’s IT organization is very lean and focused, the company highly valued the help they received from experienced cloud security and zero trust experts and resources. Zscaler professional services aided the team tremendously with planning and implementation of the Zero Trust Exchange and the company’s zero trust journey in general.


“We’re a small IT team at NIBCO,” said Huffines. “Working alone, we couldn’t afford to have the bench strength that would be needed to research and develop these tools and technologies—it’s just not feasible. It would have undoubtedly cost us millions of dollars.”







Peace of mind from layered security with high granularity
As part of its layered approach to security, NIBCO desired to provide different levels of access and functionality based upon users’ jobs or locations. Using the Zscaler Zero Trust Exchange, NIBCO can create highly granular roles-based security, specifying devices and resources as well as user identities.


“When salespeople are traveling, for example, they may need access to websites and cloud services for personal use,” explained Slone. “But such access wouldn’t be required on the shop floor. With the Zero Trust Exchange, it’s possible to alter the level of access they have on premises versus off, to meet the needs of our associates but still protect them.”


“With our layered, granular approach to security, I have greater confidence that we won’t be impacted by cyberthreats,” said Huffines. “I know we have the right technology and these great tools in place protecting us, and that just makes me feel in control.”







Zscaler … just works, day after day. It’s been up and running since we deployed it, people in our organization trust it, and I do too.
- Travis Slone, Information Security Lead, NIBCO










Zero trust access to resources in AWS
NIBCO also uses the Zero Trust Exchange to protect data and workloads hosted on Amazon Web Services (AWS). ZPA connects NIBCO associates directly to the specific AWS applications that they need.


With ZPA, NIBCO associates are never placed on the network. The resources they access are never exposed to the internet either, thus making them completely invisible to unauthorized users. In essence, ZPA provides NIBCO with a software-defined perimeter for AWS that supports any device and any internal  application.







Invested in the Zscaler roadmap 
NIBCO appreciates the Zscaler technology roadmap and plans to work closely with Zscaler experts going forward. “We have such confidence in Zscaler technologies, and as Zscaler offers more solutions it will be easy for us to just say ‘let’s do it’,” said Huffines. “They’ve earned our trust.”


NIBCO meets regularly with Zscaler as it continues to map out its zero trust journey. The company is evaluating various Zero Trust Exchange expansion options, including Zscaler Workload Segmentation™ (ZWS™).


“We work in harmony with Zscaler,” said Slone. “We’re very excited about the Zscaler roadmap that will continue the evolution of our Zero Trust Exchange deployment, as well as keeping on top of the threat landscape.”







Reassurance for board members
Cybersecurity is a primary concern for the NIBCO executive management team and board. In the past, it kept board members awake at night, but the implementation of the Zscaler Zero Trust Exchange now helps them sleep.


“With Zscaler, we’ve gained peace of mind, because it just works, day after day,” said Slone. “It’s been up and running since we deployed it, people in our organization trust it, and I do too.”
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The top 3 things to look for in a cybersecurity partner
 Read the Blog
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TechnipFMC
Regarder les histoires du succés
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Fletcher Building
Regarder les histoires du succés
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VF Corp
Regarder les histoires du succés
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CSR
Regarder les histoires du succés
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Tous les témoignages clients








 
L’EXPÉRIENCE ZSCALEREn savoir plus sur :
Votre monde, sécuriséZero trustSecure Access Service Edge (SASE)Security Service Edge (SSE)Zero Trust Network Access (ZTNA)Secure Web Gateway (SWG)Cloud Access Security Broker (CASB)Plateforme de protection des applications cloud natives (CNAPP)



Produits et solutionsSécuriser vos utilisateurs

Sécuriser vos charges de travail

Sécuriser votre IoT et OT

Accès sécurisé à Internet (ZIA)

Data Protection (CASB/DLP)

Expérience digitale (ZDX)

Posture Control

Solutions pour l’industrie et le marché

Intégrations du partenaire

Zscaler Client Connector



PlateformePlateforme Zero Trust Exchange

Transformation numérique sécurisée

Transformation du réseau

Transformation d'application

Transformation de la sécurité



RESSOURCESBibliothèque de ressources

Aperçu de sécurité

Sécurité et évaluation des risques

Analyse et aperçu de ThreatLabz

Événements à venir

Blog

Académie Zscaler

CXO REvolutionaries

Zpedia

Calculateur de retour sur investissement de la protection contre les ransomwares
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Zscaler est universellement reconnu comme le leader du Zero Trust. S’appuyant sur le plus grand cloud de sécurité de la planète, Zscaler anticipe, sécurise et simplifie l’expérience commerciale des entreprises les plus reconnues au monde.


EnglishFrançaisDeutschItaliano日本Castellano - MexicoCastellano - EspañaPortugues - Brasil

[image: ]
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